
LOCK DOWN DATA & DEVICES

TEMPORARY WORK PAUSE

TIME IS OF THE ESSENCE

At the onset of the COVID-19 crisis, the overnight demand to setup remote
workforces was unprecedented. Companies scrambled to ensure every employee

could get up-and-running to work from home—all within mere hours. For most
organizations, there wasn’t bandwidth to think about remote work policy or

technology procedure. All efforts focused on establishing business resiliency.

Over the past month, almost half of all
Americans are now working from home.  
Since we didn’t ease into this high rate
of remote working, there are sure to be
challenges along the way. One of the
more imminent concerns is how to
handle the furlough or termination of
employees while not in the office.

It’s vital to plan for securing all organizational data and
computing devices from those who are laid off. Forced
quarantines and social distancing have eliminated the
opportunity to collect an employee’s device prior to their
departure. Data must be locked down and all equipment resumed
in an effective, secure and legal manner.

What if you need to prepare for a workforce reduction that may
just be temporary? If employees keep devices and data access
from home during an unpaid furlough, you want to ensure
proprietary information is not compromised.

TOP TECH PRIORITIES DURING
REMOTE WORKFORCE LAYOFFS

PROCEED WITH CAUTION
It is imperative to think through this list of technology
priorities before attempting layoffs or terminations:

ALMOST HALF OF ALL AMERICANS
ARE NOW WORKING FROM HOME

“BUSINESS AS USUAL”
MEANS SOMETHING NEW

The exact way to handle these technology priorities
are not universal, but they are achievable with
proper IT, human resources and legal guidance. Our
team at enkompas Technology Solutions is prepared
to help you mitigate the risks of managing staffing
levels during these times of forced quarantine.

Remote teams will remain a part of
our nation’s workforce fabric.

Now is the time to prepare specific technology policy and
procedure to help you effectively, securely and legally separate
from remote employees. Engaging the enkompas team early can
ensure you identify and mitigate these technology issues and
greatly reduce or eliminate your business risk.

Nearly one in five chief financial officers surveyed
said they planned to keep at least 20% of their

workforce working remotely to cut costs.
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Source: Forbes.com, Telecommuting Surge Likely To Last Past COVID-19 Crisis, Predicts Brookings Report

Without the ability to retrieve devices immediately upon layoff, how
can you reduce the risk associated with recovering equipment from
afar? The threat of impropriety is also a valid concern. If data
access remains for even 10 minutes after termination, an
organization’s entire information environment—including patents,
financial data and customer lists—could be compromised.


